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1.0
BACKGROUND 

In early 1989, the Army Acquisition Executive appointed a Project Manager to develop and field the Installation Support Modules (ISM).  The ISM are standard, automated procedures packaged into functional modules which integrate day-to-day installation processes.  They enhance installation management by automating installation functions, facilitating the sharing of information across functional areas, improving standardization, and reducing redundant inputs of data elements.  From 1989 until mid-July 1993 the ISM Project Management Office, with technical assistance from Government and contractor matrix support agencies designed, developed, prototyped, and tested the ISM applications.  

The ISMs were designed to meet emerging standards in an environment based on published standards for portability and interoperability.  The network and systems management architecture consolidates many monitoring and control functions at the Continental United States -Theater Network Operations and Security Center (CONUS-TNOSC) to reduce installation manpower requirements and to provide a cost effective, responsive, and affordable solution for the total Army.   
The ISMs are processed on IBM RISC 6000 servers that are housed at each serviced installation.  The processor server hosts the ISMs and the Installation Level Integrated Database (ILIDB) that manages data shared by two or more ISMs.  In addition, the processor server hosts a Subject Area Database (SADB).  The Non-Secure Internet Protocol Routing Network (NIPRNET) circuits provide for communications between the Installations and the CONUS-TNOSC. 

The Information Technology (IT) that was in place at the time the ISM system was developed and fielded has long since become obsolete.  The ISMs are in the process of being modernized to bring them from their current character based operations into the WEB environment.  The migration of the ISMs to a WEB environment is demanding in terms of software programming support required, and as a result, the Government requires assistance in performing these software migration activities while still providing Post Deployment Software Support (PDSS) to the existing system.   

2.0
SCOPE 

This SOW defines the technical requirements identified by the Government in its efforts to modernize the ISM applications and database software while providing PDSS to the current ISM system.  The modernized software will be migrated to operate over a TCP/IP network (such as the Internet, and/or an Installation’s intranet) using World Wide Web (WWW) family of protocols, including the HyperText Transfer Protocol (HTTP).  The web-based applications and databases will employ a Government furnished web browser as the primary user interface for clients.  The databases will be replicated between four regional sites to support Army installations throughout the world.  The clients will interact with web servers using HyperText Mark-up Language (HTML), Java, Active-X, eXtensible Mark-up Language (XML), and related technologies.

3.0
OBJECTIVE
The contractor shall provide technical services during the software migration to include project management, analysis, design, code development, documentation, risk management, database re-design and development, database conversion, testing, quality assurance, configuration management, security, deployment, post deployment support, and customer support.    

The contractor shall provide all necessary qualified personnel and supplies to accomplish the work described within this SOW.  Additionally, the contractor shall warrant fault-free performance in the processing of date and date-related data (including, but not limited to calculating, comparing and sequencing) by the application and database software specified in this SOW.  Fault free performance shall include the manipulation of this data when the dates are in the 21st century and shall be transparent to the user. The contractor shall warrant this performance at no separate cost to the Government.   

The scope of the task order shall encompass all activities required to provide software development support services to the ISM project.   The Contractor shall perform the following tasks: 

4.0
TASKS   

The contractor will be directly responsible for ensuring the accuracy, timeliness and completion of all tasks assigned under this contract.  Specifically, the contractor will provide:



4.1
TASK 1 - Maintain Fielded ISM Software - In order to maintain the current ISM, the contractor shall:



a.
Conduct analysis of Problem Reports/Engineering Change Proposals (PR/ECP) for users in the field; Subject Area Functional Proponents (SAFPs); Assistant Project Manager, Hazardous Substance Management System/Installation Support Modules (APM HSMS/ISM) and TNOSC within two business days of problem identification.


b.
Provide man-hour estimates to address ECP’s as requested by the Government.



c.
Implement approved ECP fixes via Interim Change Packages (ICPs) or Software Change Packages (SCPs).



d.
Prepare ICPs for Lead Site Verification Test (LSVT) sites. 



e.
Provide product assurance on ICPs or SCPs.



f.
Maintain Configuration Management (CM) of the fielded software environment.



g.
Provide data conversion/data maintenance support as necessary.



h.
Maintain current documentation to include:  Software User’s Manuals (SUM); System Computer Operator’s Manual (SCOM); Database Design Documents (DBDD); Software Version Description’s (SVD).



i.
Support user’s ad hoc queries against ISM databases. 


4.2
TASK 2 – Project Management Support
The contractor shall:



a.
Provide overall management support personnel under all tasks within this SOW.  This shall include direct services as well as support to the APM HSMS/ISM and its customers (current and potential) who use the ISM modules. Other tasks within the SOW require personnel to provide the following support: engineering services to include full life-cycle development and implementation, system administration, data conversion, configuration management, quality assurance, documentation, security, administration, and project management.  All contractor personnel must be competent in the software engineering skills required by the specific tasks.  



b.
Provide an integrated schedule of all development activities in accordance with best commercial practices.  The schedule shall include all deliverables, interim milestones and any external dependencies.  



c.
Update integrated schedule monthly using the Government furnished Microsoft Project, and provide read access to these plans at all times.  Monthly updates will include all required metrics data.



d.
Prepare an oral Performance Status Briefing (PSB) for the APM HSMS/ISM on the 10th working day of each month at the contractor’s facility. The briefings shall provide the overall project status and also by individual module.  The briefings shall provide the performance and cost over the previous reporting period and total to date. The Performance Status Briefing shall advise the APM HSMS/ISM of any risks that will affect the performance, schedule and cost previously reported. The funding/budget status shall be tracked and reported so all Contractor costs can be tracked at WBSID (work breakdown structure identification) level corresponding to individual modules.  A narrative explanation of the reason(s) for any deviation of 5% or more in any given month or anytime the projected cost for the year increases.



e.
Develop a PSB agenda and provide it to the Government, at a minimum, two working days prior to the PSB.  The contractor shall take minutes of the PSB and provide them to the Government within two working days following each PSB.



f.
Attend meetings and/or management reviews as required by the Government to support any of the tasks in this SOW.



g.
Perform systems administration activities on minicomputer systems and networks.  The Contractor shall be responsible for the administration of the Government furnished equipment, and the Windows platforms in the development and testing environment.   System administration will include but not be limited to the following: systems configuration, problem isolation and resolution, terminal and other peripheral connection and interfaces, file and data archival, system booting and shutdown, user administration, file system maintenance, and basic systems programming for system level functions including system status and performance monitoring, software and data security, data transfer and conversion, and system enhancement. 


4.3
TASK 3 – Modernization/New Development 


4.3.1
 Following is a list of the legacy ISMs that are being modernized:  


a.
Personnel Locator System (PERSLOC) - This module aids in locating military and civilian personnel assigned to a particular installation and forwarding of official mail for military personnel currently assigned and those that have been transferred from that installation.


b.
 In-processing (INPROC)/Out-processing (OUTPROC) - This module constitutes the core of personnel processing for ISM.  The current mission of this module is to provide automation support for the installation level in-processing of soldiers and the installation level out-processing of soldiers.

c.
Education Management Information System (EDMIS) - This module automates the management of the soldier's educational process.  It allows education services officers (ESOs), Army Education Center personnel, and other authorized persons to enter, modify, query, and report on information kept in each soldier's basic educational record.  It also provides for electronic transfer and retrieval of records across installations and agencies.  


d.
Transition Processing  (TRANSPROC  - This module provides an automated, integrated method of data collection and document processing to support the functional processes at Army installations transitioning soldiers from active-duty status to retirement, discharge, or release from active duty. 


e.
Central Issue Facility (CIF)  - This module supports operations and deployment/ redeployment of soldiers during military operations. The CIF module provides a standardized Army-wide, automated, system for the receipt, storage, issue, exchange, and return of authorized Organizational Clothing and Individual Equipment (OCIE). 


f.
Drug and Alcohol Management Information System (DAMIS) – This module provides an automated Army Alcohol and Drug Abuse Prevention and Control Program (ADAPCP) administrative tool. It ensures standardized records of all patient, biochemical, prevention education, and program management data maintained by an installation ADAPCP.


4.3.2  The ISMs will be implemented in three separate releases:



a.
Release 1 build is nearly complete and includes the new Architecture, all Common Components and the PERSLOC, IN/OUT and EDMIS modules.   Release 1 is currently scheduled to begin SAT Nov 03.  Fielding of the first three applications and data migration will follow immediately after SAT. 



b.
Analysis, design and construction of Release 2, which includes the CIF and TRANSPROC modules, is scheduled to begin May 03.



c.
Release 3 for the DAMIS module has not begun.    


4.3.3  The Contractor shall provide APM HSMS/ISM with software redesign, development and system transition services to include writing data scripts and performing data conversion of the current applications.  The contractor shall write all scripts and conversion utilities to migrate the existing legacy data to the format required to function with the ISMs in a single database server environment.  The contractor shall review, update and provide recommended changes to the current Software Modernization Plan, conforming to IEEE 12207 and Software Program Manager’s Network (SPMN) best practice guidance that shall include:



a.
SW Modernization Plan - The contractor shall prepare a SMP describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirements for the modernization effort.  The SMP shall detail the products, methods for developing the products, allocation of staff and other resources necessary to produce the products and a revised timeline for producing the products, if necessary.  Based on the SMP, the Contracting Officer Technical Representative (COTR) will provide approval to move forward on activities planned.  The contractor shall request prior approval on all activities not included in the plan or any modifications to the plan after approval has been given.



b.
Software Development Methodology (SDM) - The contractor shall prepare a SDM describing the details of the technical approach to perform Task 3.  The COTR shall receive the revised SDM in both hard copy and electronic form, Microsoft Word.  Based on the SDM, the COTR will provide approval to move forward with the technical approach.  The contractor shall request prior approval on all changes to the approach not included in the SDM or any modifications to the SDM after approval has been given.


4.3.4
 Subtask 3.1 - Analysis of Requirements 

For all new development effort, the contractor shall:



a.
Analyze each specific ISM Functional Requirements Documents (aka Functional Descriptions) for user requirements and architectural guidance/constraints, as necessary.  The contractor shall determine associated software requirements including the associated performance, reliability, maintainability and functional capabilities to be provided by the modernized software.  The contractor shall document the results of this analysis and provide a Software Requirements Specification for each module. The contractor shall provide these software requirements to the Government for review and approval.  



b.
Develop system and subsystem specifications that provide system and software architectural guidance to the design effort.  The specifications shall comply with applicable guidance from the Joint Technical Architecture – Army version 6.0, to include embedded references to the DII COE.  The contractor shall be prepared to defend any deviations from JTA-A Guidance to the Director of Integration, HQDA Deputy Chief of Staff G-3, through the Project Officer, prior to implementation.  The contractor shall document the results of this analysis, either under separate cover as a System/Subsystem Specification, or included in later system life cycle documentation as appropriate.



c.
Conduct Data and Process Modeling analysis tasks following a methodology consistent with JTA-A guidance.  Data modeling will address all necessary analysis to produce Entity Relationship Diagrams (ERDs), logical and physical data models, and a Data Dictionary containing entities, elements, and domains.  Process modeling will address all necessary analysis to produce models using a suitable methodology such as Unified Modeling Language. Interfaces between processes (internal interfaces) or between process and external entities (external interfaces) will be identified.  The contractor shall develop all necessary scripts and utilities to implement interfaces with external legacy systems.  The contractor is encouraged to make full use of capabilities embedded in Oracle Designer, which is GFE for this effort. The contractor shall document the results of this analysis and provide a System Design Document, Interface Design Document, System Architecture Design Document and the Database Design Document.  The contractor may combine multiple documents under a single cover, or otherwise reorganize this documentation, so long as the combined scope of provided documentation address all IEEE 12207 guidance for documenting the design phase.



d.
For modernization of the existing software, the contractor shall take into consideration, the requirements as stated above and detailed in the Functional Descriptions and requirements documentation.   


4.3.5  Subtask 3.2 - Design Tasks
The contractor shall:



a.
Review and update the existing system design and software solution as required for Government approval.  The design and software solution modernizes the ISM in accordance with the analysis described in 3.3.1.  The design is specific with regard to support requirements, to include hardware, system software, communications capabilities, and manpower required for normal operations.



b.
Decompose software requirements into work packages, and correlate each work package to associated user requirements.  Work packages will be of sufficient detail to identify the logical and physical data required (from data modeling); the associated process flow (from process modeling); the applicable design guidance (from the Software Modernization Plan); and the interfaces between modules (from the Interface Design Document).



c.
Correlate each work package to one or more modules (e.g., form, screen, reports, library program, interface) of the planned modernized system.  Each module will have associated inputs, outputs, screen layouts, report layouts, and error handling procedures identified.  



d.
Allocate work packages to planned releases in a logical fashion.  Where multiple work packages are required to fully implement a function, they will be planned for concurrent release into the product review cycle.



e.
Progress on work packages will form the basis for tracking schedule metrics through the development and test phases of this project.



f.
Review existing implemented external interfaces, and determines which, if any, interfaces redesign or rebuild is necessary for continued interface operability.



g.
The results of this phase is in the documentation for the complete ISM design.  Design documentation must address IEEE 12207 guidance for System Design Document for each Release to include the Interface Design Document, System Architecture Design Document and the Database Design Document.  The contractor may combine multiple documents under a single cover, or otherwise reorganize this documentation, so long as the combined scope of provided documentation address all IEEE 12207 guidance for documenting the design phase.


4.3.6  Subtask 3.3 – Build Modernized ISMs
The Contractor shall:



a.
Modernize the ISM software and databases. The modernization effort includes programming IAW applicable standards, debugging, fielding support and system implementation, verification, and validation. 



b.
Comply with applicable regulations and standards for programming, debugging, and implementing the modernized ISMs. 



c.
Modernize in accordance with the methodology depicted in the approved Software Modernization Plan. 



d.
Ensure that all external interfaces function appropriately after modernization.



e.
Use the Government furnished developmental suite of Oracle 9i.


4.4
Task 4 – Testing
The Contractor shall conduct developmental testing in accordance with the ISM (Test and Evaluation Master Plan) TEMP.  Specifically the contractor shall:



a.
Perform testing throughout the migration of the modernized applications, databases and ECP-S changes assigned for development. 



b.
Record all test results in the Software Test Report (STR). Tests include unit, integration, and Software Development Test (SDT).  Testing will include full regression testing of the system where appropriate. 



c.
Participate in the Software Qualification Tests (SQT) and System Acceptance Test(s) (SAT).



d.
Perform unit testing in the development and target environments as necessary to achieve software performance with reliability acceptable to the Government in accordance with the Functional Description. 



e.
Develop test data and drivers when unavailable from Government sources for Common Components and Reuse Software, in order to complete unit testing and SDT testing.



f.
Prepare the Software Test Plan (STP) and Automated Software Test Scripts for the Software Development Test (SDT).



g.
Develop SDT data to reflect sites identified in the TEMP. 



h.
Execute the SDT in accordance with the government approved STP. 



i.
Document tests that fail during SDT as Problem Reports.



j.
Perform any corrections to resolve priority 1 and 2 STRs as required to close out the Problem Reports.



k.
Use the Government furnished automated tool Winrunner.  Winrunner can define test cases and test results; map requirements to saved test cases and store test results; and archive historic test results.



l.
Provide the Government full access at all times test scripts and test scenarios.



m.
Provide the Government and any designated agents to fully access, at all times, the Winrunner test repository.



n.
Gain Government approval of the SDT test plan prior to beginning SDT.



o.
Provide indicators of test progress based on planned tests, actual test executed and actual tests passed with no priority 1 or 2 problem reports. 

The Government will observe SDT to verify test conditions, scenarios, and results. 


4.5  TASK 5 - Configuration Management 

The Contractor shall support the software configuration control for both legacy support and the modernization effort over developing systems through the following tasks: 



a.
Review, update and provide recommended changes for the Software Configuration Management Plan, which details how configuration management will be effected.
4.5.2
Identify applications software configuration items to be included in the modernized baselines. 



b.
Coordinate and control all changes to development configurations.  



c.
Provide CM reports and facilitate regular meetings of a Project Configuration Control Board (PCCB).  PCCB activities are defined in the approved Configuration Management Plan and include management and implementation approval for software problem reports and change requests affecting the modernized and legacy systems.



d.
Provide configuration status accounting support to the Configuration Control Board (CCB), which convenes as needed to correspond with software change package (SCP) releases. 



e.
The contractor shall maintain configuration management control over all aspects of the developmental environment through completion of SDT.


4.6
 TASK 6 - Quality Assurance  

The Contractor shall establish:



a.
Software Quality Assurance Plan (SQAP). The Contractor shall review, update and provide recommended changes to the SQAP for approval by the Government.  The SQAP will apply to all activities involved in the development and maintenance of modernized ISMs.  The SQAP will reflect industry best practices conforming to SPMN guidance.



b.
Software Quality Assurance Program. The Contractor shall implement the SQAP.


4.7
 TASK 7 - Special Requirements 

The Contractor shall perform special requirements for APM HSMS/ISM and ISM clients as required by the Government related to this SOW.  Special requirements include the following: 



a.
Pre-configure and prepare servers for shipment to the four Government designated production sites with government support.  



b.
Maintain development and test servers at contractor’s facilities. 




c.
Provide a full range of IM Automation Studies as directed by APM HSMS/ISM.  Topics may include hardware, software, firmware, operations, personnel, and telecommunications.   



d.
Support system conversions.  Support may include:




determine conversion requirements




develop a conversion plan


convert all aspects of the selected system




test the converted product




update applicable documentation



e.
Assist in preparation of technical briefings and presentations, with supporting aids, as required by the Government. 


4.8  TASK 8 – Data Migration Transition Support
The Contractor shall provide support for the transition of Army users from the installed ISMs to the modernized ISMs.  The contractor shall design and implement a data migration strategy to migrate installation data contained in the current ISM database to a modernized database.  Data migration transition support shall include the following tasks:



a.
Review, update and provide recommended changes to the data migration approach addressing overall ISM data migration strategy, use of government furnished data migration software, and data migration standards.



b.
Analyze data mappings for each ISM, determine data cleansing requirements and identify likely conflicts caused by data centralization.



c.
Design and develop data migration scripts to support the ISMs in each release.



d.
Perform an initial validation of data migration scripts using data from selected installations.  



e.
Perform a pre-migration for each installation, and provide notification to installation functional administrators or designated personnel, of legacy data anomalies that must be corrected before the production data migration.  The contractor shall continue to use pre-migration as a method of discovery to refine and improve data migration scripts, using a configuration-managed process.



f.
Provide a data migration plan containing data migration transition instructions for each installation.  The contractor shall describe necessary functional administrator support, key events, data quality sign-off procedures, and data migration scheduling.



g.
Provide migrated test data to support SDT and SQT.



h.
Perform data migration transition of selected SAT installations immediately before the SAT.



i.
Support data migration of all installations after successful completion of each SAT.  The contractor shall migrate installations according to the schedule in the approved Data Migration Plan.



j.
The Contractor shall provide support for the transition of Army users from the installed ISMs to the modernized ISMs.  


4.9  TASK 9 - Post Deployment Software Support


a.
The Contractor shall provide all software support required for maintaining the modernized ISMs from the period beginning at the end of SAT through the end of the contract, including any optional periods exercised.  Support shall include all tasks identified in 3.1 for the installed baseline.



b.
Support shall also include the preparation of SCPs approximately every six months.  SCPs will address functionality not provided by the initial implementations of modernized ISMs, but identified by the ISM SAFPs as required.  SCPs will be subject to a formal design; development and test and evaluation cycle such as is applied in Tasks 3.

5.  DELIVERABLES

5.1
The Contractor shall review, update and provide recommended changes to the existing documentation for accuracy, applicability, and theoretical and practical validity, as required by the Government Project Office.  At the request of the Government, documentation may include:



a.
Software Modernization Plan (SMP)



b.
Software Development Methodology (SDM)



c.
Software Configuration Management Plan (SCMP)



d.
Software Quality Assurance Plan (SQAP)




e.
Software Requirements Specifications (SRS) per Module



f.
System Design Document (SDD)



g.
Interface Design Document (IDD) 



h.
System Architecture Design Document (SADD) 



i.
Database Design Document (DBDD) per Release



j.
System Computer Operator’s Manual (SCOM) per Release



k.
Software Test Plan (STP)



l.
Software Test Reports (STRs) per Release



m.
Data Migration Plan (DMP) per Release



n.
Transition Plan (TP) per Release



o.
Software Version Description (SVD) per Release



p.
Input to the System Security Authorization Agreement 


5.2.
Deliverables will be submitted in best commercial practices/electronically (compatible with MS Office products). The COTR shall receive in both hard copy and electronic format.  


5.3   Unless otherwise specified, the Government will have a maximum of ten (10) working days from the day the draft deliverable is received to review the document, provide comments back to the contractor, approve or disapprove the deliverable(s).  The contractor will also have a maximum of ten (10) working days from the day comments are received to incorporate all changes and submit the final deliverable to the Government.  The contractor may assume a deliverable is acceptable if it receives no feedback within this time.  

6.0  Inspection and Acceptance Criteria  

Final inspection and acceptance of all work performed, reports and other deliverables will be performed at the place of delivery by the COTR. 


6.1  General Acceptance Criteria

General quality measures as set forth below will be applied to each deliverable received from the contractor under this statement of work. 



a.
Accuracy ‑ Deliverables shall be accurate in presentation, technical content, and adherence to accepted elements of style.



b.
Clarity ‑ Deliverables shall be clear and concise. Any/All diagrams shall be easy to understand and be relevant to the supporting narrative.



c.
Consistency to Requirements ‑ All deliverables must satisfy the requirements of this statement of work.



d.
File Editing ‑ All text and diagrammatic files shall be editable by the Government.



e.
Format - Deliverables shall be submitted in hard copy (where applicable) and in media mutually agreed upon prior to submission.  Hard copy formats shall follow any specified Directives or Manuals.



f.
Timeliness ‑ Deliverables shall be submitted on or before the due date specified in this statement of work or submitted in accordance with a later scheduled date determined by the Government.

7.0  OTHER DIRECT COSTS (ODCs): 


7.1  ODCs may include but are not limited to long distance telephone calls, reproduction costs, microcomputer usage and miscellaneous supplies.  After award, all ODC’s shall receive government COTR approval prior to funds being expended.   The contractor should include ODC’s in their cost proposal to cover any costs associated with ODC’s.  ODC’s are limited to $2,500 per item on GSA schedule holders, unless the items are on the holder’s schedule.  
8.0  Government Furnished Equipment (GFE)/Contractor Provided Facilities


8.1
 The contractor shall have full access to GFE and software to perform the duties on the project. The Government shall furnish the computer hardware, software, and supporting GFE materials in support of this SOW.  


8.2
 The contractor will furnish on site office facilities to include a private office, furniture, telephone, and electronic mail access in the contractor’s facility for two government employees and up to four IV&V employees.  

9.0  PLACE OF PERFORMANCE

9.1  The contractor furnished facilities must be located within a 25-mile radius of Fort Belvoir, VA.   Some limited services will be performed at Government facilities located in the National Capital Region.  

10.  PERIOD OF PERFORMANCE

10.1
The period of performance for this task is the date of award for a period of one (1) year thereafter, hereto referred to as the Base Period (2 Jul 03 – 1 Jul 04).  This order includes four (4) option years, which begins 2 Jul 04 and ends 1 Jul 08 and may be unilaterally exercised by the Government and shall not exceed four years in duration.  Exercising each option year is contingent upon the contractor having a current GSA Schedule contract at the time the option is exercised.   All terms and conditions applicable to the base year shall extend to the option unless otherwise agreed upon.

11.0  TYPE OF CONTRACT:  Time and Material

12.0  SECURITY 


12.1  Security Requirements



a.
The Contractor shall meet or exceed the appropriate emerging security requirements defined by DoD 8500.1, Information Assurance for DoD, 24 Oct 2002, as well as requirements in AR 380-19, AR 380-67, AR 380-5, and other documents listed in Section 3.



b.
The contractor shall implement the provisions of the DoD Public Key Infrastructure (PKI) Policy, 12 Aug 2000, for the ISMs.



c.   The contractor shall provide security-engineering support to the standardized security certification and accreditation process IAW DoD 5200.40, 31 Dec 1997.   


12.2  Personnel Security  (All contractor personnel assigned to this contract will be IT Level - II)  



a.
DoD 5200.2-R, the Department of Defense Personnel Security Program, requires active duty military, DoD civilian, DoD consultants, and support contractor personnel performing work on sensitive automated information systems (AISs) to be: 1) a United States citizen, and: 2) assigned to positions which are designated at one of 3 sensitivity levels (IT – I, IT – II, or IT – III).  These designations equate to Critical Sensitive and Non-Critical Sensitive positions.  The employing contractor will ensure individuals assigned to these sensitive positions have completed the appropriate access request forms.

IT Level – I -- Individuals assigned to positions where damage to DOD networks and development systems can be accomplished and no checks are in place to determine potential destruction of sensitive information. 

The investigation requirement for these positions is completion of a Special Security Background Investigation (SSBI) with favorable results.

IT Level – II and III -- Individuals assigned to positions where daily unsupervised access to DOD networks and information systems containing Sensitive but Unclassified or Sensitive Classified up to and including Collateral Secret information is a portion of their duties.

The investigation requirement for these positions is completion of a Defense National Agency Check with Written Inquiries (DNACI) with favorable results.

The required investigations will be completed prior to the assignment of individuals to these positions of trust.  (Note:  For United States citizens, a submitted DNACI with a successful local records check will allow assignment to positions at the discretion of the Contracting Officer and in the best interest of the DoD before the completion of the investigation). In all cases, the contractor will forward employee clearance information to the Contracting Officer before assignment of these individuals on contract and will ensure a visit request with investigation information is provided yearly.

For positions identified as IT - II and III, foreign nationals may be appointed if they:

1) possess a unique or unusual skill or expertise that is urgently needed for a specific DOD requirement and for which a suitable United States citizen is not available and: 

2) approved in writing by the PEO EIS as the Agency Director.  However, under no circumstances can these individuals be assigned before completion and favorable adjudication of the appropriate security investigation.

The PEO EIS retains the right to request removal of contractor personnel, regardless of prior clearance or adjudication status, whose actions while assigned to this contract clearly conflict with the interests of the Government.  The reason for removal will be fully documented in writing by the Contracting Officer.  When and if such removal occurs, the contractor will, within 30 working days, assign qualified personnel to any vacancies thus created.



b.
The contractor shall ensure that all classified material produced by or made available to contractor personnel under this delivery order shall be protected IAM the provision of the Industrial Security Manual (ISM) DoD 5200.20.




c.
The contractor shall provide the proper level of clearance in accordance with the requirements of this SOW.  This Task Order does not require that the Contractor have access to classified information.

13.0  DATA USE, DISCLOSURE OF INFORMATION AND HANDLING OF SENSITIVE INFORMATION


13.1
The Contractor shall maintain, transmit, retain in strictest confidence, and prevent the unauthorized duplication, use, and disclosure of personnel information.  The Contractor shall provide personnel information only to employees, Contractors, and subcontractors having a need to know such information in the performance of their duties for this project.


13.2
Information made available to the contractor by the Government for the performance or administration of this effort shall be used only for those purposes and shall not be used in any other way without the written agreement of the Contracting Officer.


13.3
If public information is provided to the contractor for use in performance or administration of this effort, the contractor except with the written permission of the Contracting Officer may not use such information for any other purpose.  If the contractor is uncertain about the availability or proposed use of information provided for the performance or administration, the contractor will consult with the COTR regarding use of that information for other purposes.


13.4
The contractor agrees to assume responsibility for protecting the confidentiality of Government records, which are not public information.  Each offeror or employee of the contractor to whom information may be made available or disclosed shall be notified in writing by the contractor that such information may be disclosed only for a purpose and to the extent authorized herein.


13.5
Performance of this effort may require the Contractor to access and use data and information proprietary to a Government agency or Government Contractor, which is of such a nature that its dissemination or use, other than in performance of this effort, would be adverse to the interests of the Government and/or others.


13.6
Contractor and/or Contractor personnel shall not divulge or release data or information developed or obtained in performance of this effort, until made public by the Government, except to authorized Government personnel or upon written approval of the CO.  The Contractor shall not use, disclose, or reproduce proprietary data that bears a restrictive legend, other than as required in the performance of this effort.  Nothing herein shall preclude the use of any data independently acquired by the Contractor without such limitations or prohibit an agreement at no cost to the Government between the Contractor and the data owner that provides for greater rights to the Contractor.


13.7
All data received, processed, evaluated, loaded, and/or created as a result of this delivery order shall remain the sole property of the Government unless specific exception is granted by the Contracting Officer.

14.0  POINTS OF CONTACT:

All contract questions and concerns will be directed to the Government Procuring Contract Officer (PCO), Salina Alexander, contact information identified below.  The PCO is the only individual with the authority to amend this contract.


14.1 Contracting Officer’s Technical Representative (COTR)



PEO EIS HSMS/ISM



9350 Hall Rd, Suite 141



Attn:  Nancy J. Thyson (On-site Government personnel)



Ft Belvoir VA  22060



(703) 653-5424 - Voice



(703) 803-1793 - Fax



Email:  www.nancy_thyson@sra.com


14.2  Procuring Contracting Officer (PCO)



Department of the Interior/Gov.Work



Procurement Operations Branch  



381 Elden Street, MS2510 



Attn:  Salina C. Alexander



Herndon, Virginia 20170-4817



(703) 787-1390 – Voice



(703) 787-1009 or 1387 – Fax



Email:  www.Salina.Alexander@mms.gov

14.3  Administrative Contracting Officer (ACO)



Department of the Interior/Gov.Work



Procurement Operations Branch  



381 Elden Street, MS2510 



Attn:  Salina C. Alexander



Herndon, Virginia 20170-4817



(703) 787-1390 – Voice



(703) 787-1009 or 1387 – Fax



Email:  www.Salina.Alexander@mms.gov
15.0  INVOICING

15.1
This time and materials contract shall bill once a month.  Invoices must include, as a minimum, the following information:


Name


Time period covered


Labor category


Hourly rate


Current and cumulative productive direct labor hours for each task order


ODC charges with copy of invoices


15.2
The contractor will provide two copies of the invoices.  The original copy will be mailed to the contracting office:  


Minerals Management Service


Procurement Operations Branch


Mail Stop 2510


381 Elden Street


Herndon, Virginia  20170-4817

The second copy will be provided to the on-site COTR along with the detailed backup information.    

16.0.  REFERENCE DOCUMENTS

16.1
All documents and publications of the Department of Defense or the Military Services such as standards, regulations, directives, operating instructions, or executive orders relating to the software development cycle will be adhered to by the Contractor and will include, as a minimum, the following DoD documents:



a.
IEEE/EIA 12207.0 “Standard for Information Technology-Software life cycle processes”.



b.
IEEE/EIA 12207.1 “Guide for ISO/IEC 12207, Standard for Information Technology-Software Life-cycle processes-Life cycle data”.



c.
IEEE/EIA 12207.2 “Guide for ISO/IEC 12207, Standard for Information Technology-Software life cycle processes-Implementation considerations”.



d.
Joint Technical Architecture – Army, Version 



e.
ISM Test and Evaluation Master Plan



f.
AR 73-1, Test and Evaluation Policy 



g.
AR 380-19, Information Systems Security


 
h.
AR 380-5, Department of the Army Information Security Program




i.
AR 380-67, Personnel Security Program




j.
DoD 5200.2-R, Department of Defense Personnel Security Program




k.
DoD 5200.20, Industrial Security Manual




l.
DoD 8320.1 - Department of Defense Directive - DoD Data Administration




m.
DoD 8500.1, Information Assurance for Department of Defense




n.
Defense Information Systems Agency, Defense Information Infrastructure, Common Operating Environment




o.
ISM Functional Requirements Documents for each application




p.
Requirements Traceability Matrices for each application




q.
DoD Public Key Infrastructure (PKI) Policy

17.0  AUTOMATED TOOL USAGE

17.1
The Contractor shall use Government furnished automated tools to the maximum practical extent to increase accuracy of data collection and information tracking.  The Government furnished tools will include Microsoft Office and Microsoft Project.   Additionally, Government furnished PVCS Dimensions will be used as the Configuration Management tool.  The Government furnished Winrunner Test Suite will be used for testing.  If the contractor feels that additional automated tools would assist in performance and efficiency, Government approval must be received prior to purchase and/or use.

18.0
OTHER ADMINISTRATIVE CONSIDERATIONS

18.1
Hours of Work – Hours of work are flexible but on-site core business hour staffing will cover 9:00 am to 3:30 pm, Monday through Friday (excluding Federal Holidays).  The COTR and the contractor must mutually agree upon all deviations to this schedule not mentioned herein.  


18.2
Productive Direct Labor Hours – The contractor can only charge the Government for “Productive Direct Labor Hours”.  “Productive Direct Labor Hours” are defined as those hours expended by Contractor personnel in performing work under this Task Order.  This does not include sick leave, vacation, Government or contractor holidays, jury duty, military leave, or any other kind of administrative leave.


18.3
Contract Management - The Contractor shall be responsible for managing and overseeing the activities of all Contractor personnel, as well as subcontractor efforts used in performance of this contract.  The Contractor's management responsibilities shall include all activities necessary to ensure the accomplishment of timely and effective support, performed in accordance with the requirements contained in the statement of work. Resumes submitted for employees assigned to perform under this statement of work shall contain documented experience directly applicable to the functions to be performed.  Further, these prior work experiences shall be specific and of sufficient variety and duration that the employee is able to effectively and efficiently perform the functions assigned.  

The following schedule of milestones will be used by PEO-EIS to monitor timely progress on this order.  In this schedule, ADA designates After Date of Award; TBD designates To Be Determined; IAW designates In Accordance With.  The following schedule is required to meet mission objectives.  

DELIVERABLE SCHEDULE:

	DELIVERABLES
	FREQUENCY

	Software Modernization Plan 
	30 ADA

	Software Development Methodology 
	30 ADA

	Software Configuration Management Plan
	30 ADA

	Software Quality Assurance Plan
	30 ADA

	Software Requirements Specifications per Module
	As required

	System Design Document to include Interface Design Document, System Architecture Design Document, and Database Design Document per Release
	90 days prior to the delivery of application code

	System Computer Operator’s Manual per Release
	As required

	Software Test Plan
	30 days prior to scheduled SDT start for each release

	Software Test Reports per Release
	Within five (5) days of SDT completion for each release

	Data Migration Plan per Release
	As required for each release

	Transition Plan per Release
	As required for each release

	Software Version Description per Release
	Concurrent with ICP deliverables

	System Conversion per Release
	As required for each release

	Software and Database Products per Release
	30 days after testing and Government acceptance.  As a minimum, the Contractor shall provide one (1) copy of Source Code for each module and one (1) executable of each release to be delivered electronically to the Government Configuration Management Office

	Performance Status Briefings PSB 
	Monthly

	PSB Agenda
	Monthly

	PSB Minutes 
	Monthly

	Integrated Schedule
	Monthly

	Technical Briefings and Presentations
	As required

	Metrics Data 
	Monthly

	Configuration Status Accounting 
	As required

	Information Management IM Automation Studies
	As required

	Problem Report/Problem Report Analysis
	Within two work days of problem identification

	Software Change Packages and Interim Change Packages
	Prior to delivery of the SCP/ICP to the LSVT
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